
Being smart about smart buildings 
 
The Internet of Things (IoT) is a really exciting development that may cost a bit to 
implement but could save a significant amount of money over the long term and improve 
security and lifestyle conveniences.  
 

 

Commercial residential property owners and managers can use IoT to manage lighting, air-
conditioning units, commercial appliances, locks and other access permissions, and security 
monitoring - among dozens of other applications. 
  
There are, however, many considerations that must be managed before diving into the latest 
technology. Those include the effect on wireless Internet service in your apartment building or 
condominium as well as cyber-security protections and resident privacy concerns. 
  
Let’s look at some of the possibilities along with some caveats. 
  
Appliances: There are two groups of appliances you might want to convert to “smart” technology: 
unit-specific and complex-wide. For instance, the property management company might simply want 
to collect data on energy consumption; part malfunctions, wear and tear, projected replacement or 
repair needs, and other warranty-covered information. The resident is more likely to want specific 
functionality, such as interior refrigerator cameras, remote cooking accessibility, air-temperature 
controls, and blinds and lighting remote operability. For appliances that are housed within individual 
residential apartments, both the residents and the property manager could potentially have some 
“rights” regarding the technology, and those would have to be ironed out and possibly included in the 
lease to establish privacy controls. 
  
Security: Smart building technology not only makes life easier to control, it also can enhance security 
by providing monitoring, lighting, and entrance/egress options. These can be unit-centric or applicable 
to the building and common areas. In the old days, a resident would need to give someone a keypad 
code, buzz them up or call them in to the gate or lobby desk. Imagine residents being able to provide 
entry from their office or the shopping mall using their cellphone offering convenience and bragging 
rights for their unit’s features. When selecting your building’s options for access and other security IoT 
applications, develop a security strategy plan first and discuss all your concerns with your vendor and 
risk manager before purchase and installation. The last thing you want is to have a security liability 
claim on your hands. 
  
Make sure your smart-building functionality includes required timely updates so your products and 
services don’t become hacker-infected spyware or simply obsolete. In 2015, a security researcher 
demonstrated how he could eavesdrop on a family via a Wi-Fi enabled doll, so beware that even big-
name companies have IoT gaps. It is imperative that you buy from reputable distributors, get a 
warranty that covers your liability for privacy invasions and failures, and work with your lawyer and 
insurance agent to acquire appropriate coverage in case of an IoT failure—whether a privacy violation, 
a fire caused by the technology, or simply hundreds of dollars of spoiled food. Smart home technology 
is increasingly popular and enticing. Just be smart about what you integrate into your communities. 
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